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Chapter 1.  Introduction 
1.1  Acronis® True Image Echo Workstation – a complete solution for 
corporate users 
Acronis True Image Echo Workstation is a comprehensive backup and recovery solution 
for heterogeneous computer infrastructure that may include any combination of physical 
and virtual, networked and standalone Windows-based computers. 

Acronis True Image Echo Workstation creates a transportable image, independent of the 
hardware platform that can be restored directly to and from any virtual or physical 
environment. 

Minimizes downtime 

Acronis True Image Echo Workstation enables you to restore systems in minutes, not 
hours or days. An entire system can be restored from an image that includes everything 
the system needs to run: the operating system, applications, databases, and 
configurations. it is not necessary to reinstall software or reconfigure your system or 
network settings. The complete system restoration can be performed to an existing 
system, to a new system with different hardware, or to virtual machines. With the Acronis 
Active Restore feature, users can access the system and begin working during the restore 
process, further decreasing downtime. File-level backups provide you with the flexibility to 
only backup specific, critical files. 

Eases Administration 

Wizards guide users through backup and recovery tasks, ensuring the product can be 
implemented with minimal user training. A central management console provides remote 
administration, ensuring that all systems in the network, regardless of the domain or 
workgroup structure, can be managed from one location. Complete, unattended restores 
from remote locations are supported with a remote bootable agent. 

Automates Backup 

With the scheduling capability in Acronis True Image Echo Workstation, you simply create 
backup tasks, tailored by group, or certain times or events.  

To ensure that backups have occurred, or if user intervention is required, you can request 
notifications via email or Windows Pop-up. You can view Acronis events in the Windows 
Application Events Log or Acronis own log files. Log messages can be automatically sent 
out to SNMP clients.  

The product also supports the creation of custom commands before and after backups. 
For example, users can automatically run anti-virus products before an image is created 
and verify the validity of backups after the image has been created. And because these 
tasks can be scheduled, you need not recreate the script to run the pre- and post-event 
tasks each time; you can set the scheduled events once and they will run each time 
automatically. 

Ensures 24 X 7 Uptime 

With Acronis’ patented drive snapshot technology, systems can be imaged while they are 
in use, ensuring 24-by-7 system availability. This technology enables the product to 
backup and image critical operating system files, the master boot record and any 
partition-based boot records without requiring a reboot. A CPU allocation feature allows 
you to limit the amount of CPU usage for the application to maximize the CPU’s 
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availability for mission critical applications. Additionally, users can control hard disk drive 
writing speeds and control network bandwidth used during backups, allowing minimal 
disruption of business operations. 

Supports Leading Edge Technology  

Businesses today are moving to leverage the latest technologies, including dual-core, 64-
bit processors and 64-bit operating systems. With Acronis True Image Echo Workstation, 
you can protect these new machines, as well as legacy computers, running a single 
application with a common interface.  

Leverages Existing Technology Investments 

The product can leverage your current storage infrastructure by supporting a variety of 
storage media, so you can avoid costly hardware purchases to implement the solution.  
The product supports key storage technologies such as: Direct Attached Storage (DAS), 
Network Attached Storage (NAS), Storage Area Networks (SAN), Redundant Arrays of 
Independent Disks (RAID), tapes, USB and IEEE-1394 (FireWire) compliant storage 
devices, CDs, DVDs, removable drives (Floppy, Zip, etc.) and shared storage. Moreover, 
the product ensures that you maximize the space on these resources with four levels of 
compression.  

Disk cloning and new disk deployment 

Acronis True Image Echo Workstation can be used to clone an image onto multiple 
machines. For example, let’s say a company purchased several computers and needs 
similar environments on each of them. Traditionally, the IT manager would install the 
operating system and programs on every computer. With Acronis True Image Echo 
Workstation, the IT manager would configure a single computer, then create a disk image 
of the system. That image can then be duplicated onto multiple computers. 

If you need to upgrade the hard disk drive, Acronis True Image Echo Workstation 
simplifies the task to few mouse clicks creating the exact copy of your old disk to a new 
one and adjusting partitions size to fit a new hard disk. 

Volumes conversion 

Acronis True Image Echo Workstation can back up and recover dynamic volumes.  

Dynamic volume as is can be recovered over the same volume or unallocated space of a 
dynamic group. Acronis True Image Echo Workstation has necessary tools for any-to-any 
disks conversion in terms of basic disks and dynamic volumes of any type (simple, 
spanned, striped, mirrored or RAID 5). The tools are available in bootable program 
version as well. Having booted the Acronis environment, you can easily prepare the 
desired dynamic group on bare metal or a computer with non-Windows operating system. 

1.2  Acronis True Image Echo Workstation components 
Acronis True Image Echo Workstation includes the following components. 

1. Acronis True Image Management Console is a tool for remote access to Acronis 
components. Administrator uses the console to install, configure and control the 
components from remote. 

2. Acronis True Image Agent is an application that resides on client computers and 
performs Acronis operations such as data backup or restore.  

3. Acronis Group Server is a management tool that provides ability to schedule, 
monitor and manage group backup tasks. It deploys group tasks to the agents, polls the 
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agents for the status of running tasks and provides the administrator with the summary 
tasks state display over the network. 

4. Acronis Backup Server is an application for centralized storage and management of 
enterprise backup archives. 

The administrator can set space quotas and backup schemes, schedule check tasks that 
consolidate backups in case of quota violation, perform one-time backups consolidation. 
This ensures optimal usage of the storage capacity. Acronis Backup Server also enables 
users to access a tape library, connected to the server. 

5. Acronis True Image Echo Workstation (local version) is a locally controlled 
computer management tool with additional functionality as compared to Acronis True 
Image Agent. The local version supports, besides backup and recovery operations, 
exploring archives, mounting images as virtual drives, cloning hard disks data and 
formatting partitions on new hard disks, creating dynamic volumes, command-line mode 
and scripts execution. 

6. Acronis Universal Restore is a separately sold add-on to Acronis True Image Echo 
Workstation that automatically configures Windows drivers in a system, recovered on 
dissimilar hardware. This enables the seamless system start and operation. 

7. Acronis Bootable Rescue Media Builder - creates bootable media, its ISO image or 
the RIS package thus enabling data recovery over bare metal, non-Windows or corrupted 
operating systems. 

1.3  New in Acronis True Image Echo Workstation 
Management console 

Reconnect (last connect) option 

Centralized installation and update of Acronis components on multiple computers 

Group server 

Import and export computers through txt/csv files (in the command-line mode - txt files) 

Run, stop, restart, edit, check group tasks 

Group validation tasks 

Set how often to check the computers state (status refresh rate) 

Wake on LAN for backup  

Backup server 

Import/export archives from external locations 

Limit number of connections 

Limit bandwidth used per connection 

Access to tape library for every user 

Backup 

Backup of dynamic volumes 

Backup and restore of 2+TB volumes 

Encrypting backups with industry-standard AES cryptographic algorithm (key size 128, 
192, 256 bit) 
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Multi-volume snapshot for databases spread on several disks 

Control network bandwidth usage when backing up to FTP 

Error handling: ignore bad sectors, silent mode (no pop-ups, continue on all errors) 

Dual destination backup: local + network share 

Archive bit reset (file-level backup only) 

Generating time-based names for backup files  

Recovery 

Recovery of dynamic volumes 

Recovery of system dynamic volumes on dissimilar hardware using Acronis Universal 
Restore or Acronis Active Restore 

Scheduling 

Schedule archive validation 

Start every N hours within daily schedule 

Start on free disk space change by the specified amount 

Cloning a task 

Notification via e-mail 

Multiple e-mail addresses 

From and Subject fields 

Logon to incoming mail server 

Operations with archives 

Convert disk images to virtual disks for VMware, Microsoft, XenServer and Parallels virtual 
machines  

Consolidate backup files (create a consistent copy of archive while deleting selected 
backups) 

Explore archives (open in read-only mode any image or file-level backup) 

Operations with hard disks 

Convert basic disk to dynamic 

Create dynamic volumes 

CLI features 

MBR restore 

Backup to FTP server 

Allow logs on net share 

Merge unallocated space by moving partitions and create Acronis Secure Zone on the 
space 

Security 

Encrypted (SSL) communication between Acronis True Image Echo Workstation 
components 
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Encryption Options 

• Server Requires Encryption  

This option defines the server behavior in case the client does not support encryption. 
When enabled, connection to the client will be terminated. When disabled, the client will 
be allowed to establish non-encrypted connection.  

• Client Requires Encryption  

When connecting to server applications, the Acronis client applications always attempt to 
establish an encrypted connection. The Client Requires Encryption option defines the 
client behavior in case the server does not support encryption. When disabled, the non-
encrypted connection will be established. When enabled, the connection will be 
terminated. 

 
After applying the template or editing the encryption options, you should restart the 
Remote Agent(s). 

2.3  Installing Acronis True Image Echo Workstation components  
To install Acronis True Image Echo Workstation components, run the Acronis True Image 
Echo Workstation setup file. 

 

If you have the trial version of Acronis True Image Echo Workstation installed on your 
system, you must uninstall it before installing the commercial version of the product. 

Select the program to install and follow instructions on the screen.  
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4. Acronis Backup Server Management -> Specify Default Settings -> Set 
Backup Location -> specify path to the storage drive. You can create a folder for the 
backup location on the storage drive. To see the folder in the tree and add it to the path, 
collapse and expand the drive.  

5. Click Back -> Configure Backup Locations -> make sure that the new default 
location is created and delete the location in \Documents and Settings. 

6. Set limitations to disk space and storage period for the location, if needed, 
according to the selected policy.  

To do so, select Configure Backup Locations -> select location -> Quotas and 
time limits. The maximum backup location size can be set to the storage drive capacity 
minus the estimated size of the largest backup (some space must be reserved for the 
temporary file created at consolidation). 

7. Set the default limitations for users/computers, if needed, according to the 
selected policy.  

To do so, select Acronis Backup Server Management -> Specify Default Settings 
-> Set Quotas and time limits. The maximum disk space allowed for a user/computer 
can be set as the max location size divided by total number of users and computers. 
Generally, value of this setting can reach the maximum location size.  

8. Read about administrators and users profiles in 3.5.3  Administrators and Users. 
Define if you need more than one administrator on the backup server. If yes, add 
administrators as follows:  

Add the person’s local or domain account to the AcronisBackupServerUsers group on the 
backup server.  

Click Set up User profiles -> Add. 

Choose the user name. 
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Select from the local backup server users or the domain users  

Choose Create user with administrator’s rights. 

Click Proceed. 

 
User or administrator? 

9. Define which users will be allowed to back up data on the backup server. Add the 
users as follows:  

Add the person’s local or domain account to the AcronisBackupServerUsers group on the 
backup server.  

Click Set up User profiles -> Add. 

Choose the user name. 

Choose Use default settings. 

Click Proceed. 

10. Define the computers which administrators will back up using Acronis True Image 
Agents. Add the computers as follows.  
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Maintaining multiple small backup locations on a single disk does not allow for tracking 
changes in total disk space usage. At the same time, manual management of thousands 
of archives in a location may be a serious problem. Practice is the best criterion for your 
choice.  

You can move, clear or delete existing backup locations or edit their size limitations and 
storage period. 

3.5.2  Quotas and time limits for computers and users 
Individual quotas and time limits determine every computer’s or user’s quota on a backup 
server. This include  

1) maximum storage space, allocated to a user/computer, in MB, GB or TB 

2) maximum number of backups 

3) maximum number of incremental backups for each full backup 

4) maximum storage period for the user’s/computer’s backups. 

 

A storage period is the amount of time that is allotted for a user or the backup location to 
maintain a file. 

These values define how Acronis Backup Server itself will handle the backup archives. 

At first backup of the computer/user’s data to the backup server, a full backup will be 
created. The next backups will be incremental, until the maximum number of incremental 
backups is reached. After that a full backup and a set of subsequent incremental backups 
is created, then again a full backup and so on. 

 

When backing up to backup server, a user cannot select backup mode (full, incremental, 
differential). The backup mode will be set by Acronis Backup Server. 

An attempt to direct user/computer backup data to the backup server while space or 
number quota is exceeded will not succeed. Backup to the full location will also be 
prohibited. 

An administrator can schedule a check of meeting the limitations. All archives on the 
backup server will be checked and, if the space quota is violated or the maximum number 
of backups is exceeded, the backups will be processed as follows: 

• Acronis Backup Server will combine the first full backup with the next incremental one 
into one full backup which will be dated the later backup date. Then, if necessary, this 
backup will be combined with the next, until the occupied storage space (or number 
of backups) decreases to the preset limit. Thus, the archive integrity will not be 
affected, in spite of the fact that the oldest backups will be deleted. This procedure is 
called automatic consolidation. 

 

The actual number of backups can exceed the Maximum number of backups by one. 
This enables the program to detect the fact of quota violation and start consolidation.  

3.5.3  Administrators and Users 
At installation, Acronis Backup Server creates the user group called 
AcronisBackupServerUsers: 
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3.6.2  How it works 
When the restoration procedure is started, Acronis True Image Echo Workstation: 

1. Finds the sectors in the image which contain system files, and restores these sectors 
first. First the OS is restored and can be started very quickly. Having started the OS, the 
user sees the folder tree with files, though file contents still is not recovered. 
Nevertheless, the user can start working. 

2. Next, the application writes on the hard disk its own drivers, which intercept system 
queries to the files. When the user attempts to open files or launch applications, the 
drivers receive the system queries and restore the sectors that are necessary for the 
requested operation. 

3. At the same time, Acronis True Image Echo Workstation proceeds with the complete 
sector-by-sector image restoration in the background. However, the requested sectors 
have the highest priority. 

Finally, the image will be fully restored even if the user performs no actions at all. But if 
you choose to start working as soon as possible after the system failure, you will gain at 
least several minutes, considering that restoration of a 10-20GB image (most common 
image size) takes about 10 minutes. The larger the image size, the more time you save. 

3.6.3  How to use 
To be able to use Acronis Active Restore, prepare your system this way: (you can do it 
either locally, using Acronis True Image Echo Workstation local version, or remotely using 
Acronis True Image Management Console): 

1. Install Acronis True Image Echo Workstation local version or Acronis True Image Agent 
on the local computer. 

2. Create the Acronis Secure Zone on the local computer hard disk (see Chapter 9.  
Managing the Acronis Secure Zone). 

3. Activate Acronis Startup Recovery manager (see 3.4  Acronis Startup Recovery 
Manager) and create bootable media or RIS package with Acronis True Image Echo 
Workstation (see Chapter 10.  Creating bootable media). 

4. Back up (image) the local computer’s system disk to Acronis Secure Zone (see  

6.2  Backing up disks and partitions (image backup)). You can back up other 
disks/partitions as well, but the system image is mandatory. 

 

When performing Active Restore, the current Acronis True Image Echo Workstation 
version always restores the entire system disk. Therefore, if your system disk consists of 
several partitions, all of them must be included in the image. Any partitions which are 
missing from the image will be lost. 

If failure occurs, boot the local computer from the bootable media, or RIS server, or using 
F11. Start the recovery procedure (see 7.3  Restoring disks/partitions or files from 
images), select the system disk image from Acronis Secure Zone, choose Use Active 
Restore and in the next window click Proceed. In a few seconds the computer will 
reboot to the restored system. Log in and start work – no additional reboots or other 
actions are required. 

You can perform Active Restore running Acronis True Image Echo Workstation in 
Windows operating systems as well. However, it is mandatory to have bootable media in 
case Windows cannot boot. 



 

31                                                                                 Copyright © Acronis, Inc., 2000-2009 

 

3.7  Acronis Universal Restore 

3.7.1  Acronis Universal Restore purpose 
A system disk image can be deployed easily on the hardware where it was created or to 
identical hardware. However, if you change a motherboard or use another processor 
version — a likely possibility in case of hardware failure — the restored system could be 
unbootable. An attempt to transfer the system to a new, much more powerful computer 
will usually produce the same unbootable result because the new hardware is 
incompatible with the most critical drivers included in the image. 

Using Microsoft System Preparation Tool (Sysprep) does not solve this problem, because 
Sysprep permits replacing drivers only for Plug-and-Play devices (sound cards, network 
adapters, video cards etc.). As for system Hardware Abstraction Layer (HAL) and mass 
storage device drivers, they must be identical on the source and the target computers 
(see Microsoft Knowledge Base, articles 302577 and 216915). 

Acronis Universal Restore technology provides an efficient solution for hardware-
independent system restoration by replacing the crucial Hardware Abstraction Layer (HAL) 
and mass storage device drivers.  

Acronis Universal Restore is applicable for: 

1. Instant recovery of a failed system on different hardware 

2. Hardware-independent cloning and deployment of operating systems 

3. Real-to-virtual and virtual-to-real computer migration for system recovery, test and 
other purposes. 

3.7.2  Acronis Universal Restore general principles 
1. Automatic HAL and mass storage drivers selection 

Acronis Universal Restore searches the Windows default driver storage folders (in the 
image being restored) for HAL and mass storage device drivers and installs drivers that 
better fit the target hardware. You can specify a custom driver repository (a folder or 
folders on a network drive or CD) which will also be used for drivers search. 

 

The Windows default driver storage folder is determined in the registry key 
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current version\DevicePath. This 
storage folder is usually WINDOWS/inf. 

2. Manual selection of mass storage device driver 

If the target hardware has a specific mass storage controller (such as a SCSI, RAID, or 
Fibre Channel adapter) for the hard disk, you can install the appropriate driver manually, 
bypassing the automatic driver search-and-install procedure. 

3. Installing drivers for plug and play devices 

Acronis Universal Restore relies on built-in plug and play discovery and configuration 
process to handle hardware differences in devices that are not critical for the system 
start, such as video, audio and USB. Windows takes control over this process during the 
logon phase, and if some of the new hardware is not detected, you will have a chance to 
install drivers for it later manually. 
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To install Acronis components: 

1. Click Install Acronis components to a remote computer in the center of Acronis 
True Image Management Console main window, on the toolbar or the sidebar, or select 
the same item from the Tools menu. 

2. Select the installer location from the list (Registered Components, Search 
removable media or Specify location). The default selection Registered 
Components will use setup files from the default C:\Program Files\Common 
Files\Acronis\RemoteInstall folder. 

3. Select the Acronis component and specify the component features you want to install 
(for custom component features see 2.3  Installing Acronis True Image Echo Workstation 
components.) 

4. Select computers on which the Acronis component is to be installed. This can be done 
by: 

- browsing the network. When browsing the network, you can select entire workgroups or 
domains 

- typing the computers names or addresses (click Next then add computers to the list) 

- importing the computers list from .txt or .csv files.  

 
5. Provide administrator username and password for each computer. If there is a 
universal administrator account on the network, enter the account credentials for one 
computer and set the option to apply it to all computers that you select. Domain 
administrator credentials and universal credentials for workgroups can be applied in this 
way. 
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7. Set filters for the specific types of files that are not to be restored. For example, you 
may want hidden and system files and folders, as well as files with .~, .tmp and .bak 
extensions, not to be restored from the archive. 

You can also apply custom filters, using the common Windows masking rules. For 
example, to exclude all files with extension .exe, add *.exe. My???.exe will reject all 
.exe files with names consisting of five symbols and starting with “my”. 

All of these settings will take effect for the current task. How to set the default filters that 
will be called each time you restore data, see 7.4.1  Files to exclude from restoration. 

8. The next selection allows you to keep useful data changes made since the selected 
backup was created. Choose what to do if the program finds in the target folder a file 
with the same name as in the archive. 

 
Overwrite existing file – this will give the archived file unconditional priority over the 
file on the hard disk. 

Overwrite existing file if it is older – this will give the priority to the most recent file 
modification, whether it be in the archive or on the disk 

Do not overwrite existing file – this will give the file on the hard disk unconditional 
priority over the archived file. 

9. At the final step, the restoration summary is displayed. Up to this point, you can click 
Back to make changes in the created task. Clicking Proceed will launch the task.  

10. (For Acronis True Image Echo Workstation local or bootable version) The task 
progress will be shown in a special window. You can stop the procedure by clicking 
Cancel. Please keep in mind that the aborted procedure still may cause changes in the 
destination folder. 

7.3  Restoring disks/partitions or files from images 
To restore a partition (disk) from an image, Acronis True Image Echo Workstation must 
obtain exclusive access to the target partition (disk). This means no other applications 
can access it at that time. If you receive a message stating that the partition (disk) can 
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If there are partitions on the target disk, you will be prompted by the Nonempty 
Destination Hard Disk Drive window stating that the destination disk contains 
partitions, perhaps with data. 

You will have to select between: 

• Yes, I want to delete all the partitions on the destination hard disk before 
restoring – all existing partitions will be deleted and all their data will be lost. 

• No, I do not want to delete partitions – no existing partition will be deleted, 
discontinuing the recovery operation. You will be able to cancel the operation or 
return to select another disk. 

 

Note that no real changes or data destruction will be performed at this time! For now, the 
program will just map out the procedure. All changes will be implemented only when you 
click Proceed in the wizard’s final window. 

To continue, select the first choice and click Next. You will be taken directly to step 
7.3.11  Restoring several disks or partitions at once. 

7.3.7  Changing the restored partition type 
When restoring a partition, you can change its type, though it is not required in most 
cases.  

To illustrate why you might need to do this, let’s imagine that both the operating system 
and data were stored on the same primary partition on a damaged disk.  

If you are restoring a system partition to the new (or the same) disk and want to load an 
operating system from it, you will select Active. 

If you restore a system partition to another hard disk with its own partitions and OS, most 
likely you will need only the data. In this case, you can restore the partition as Logical to 
access the data only.  

By default, the original partition type is selected. 

 

Selecting Active for a partition without an installed operating system could prevent your 
computer from booting. 

7.3.8  Changing the restored partition file system 
You can change the partition file system during its restoration, although it is seldom 
required. Acronis True Image Echo Workstation can make the following file system 
conversions: FAT 16 -> FAT 32 and Ext2 -> Ext3. For partitions with other native file 
systems, this option is not available. 

 

Let us imagine you are to restore a partition from an old, low-capacity FAT16 disk to a 
newer disk. FAT16 would not be effective and might even be impossible to set on the 
high-capacity hard disk. That's because FAT16 supports partitions up to 4GB, so you will 
not be able to restore a 4GB FAT16 partition to a partition that exceeds that limit without 
changing the file system. It would make sense here to change the file system from FAT16 
to FAT32. 
However, keep in mind that not all operating systems support FAT32. MS-DOS, Windows 
95 and Windows NT 3.x, 4.x do not support FAT32 and will not be operable after you 
restore a partition and change its file system. These can be normally restored on a FAT16 
partition only. 
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7.3.9  Changing the restored partition size and location 
You can resize and relocate a partition by dragging it or its borders with a mouse or by 
entering corresponding values in the appropriate fields. 

Using this feature, you can redistribute the disk space between partitions being restored. 
In this case, you will have to restore the partition to be reduced first. 

 

 

These changes might be useful if you are to copy your hard disk to a new, high-capacity 
one by creating its image and restoring it to a new disk with larger partitions. 

7.3.10  Assigning a letter to the restored partition 
Acronis True Image Echo Workstation will assign an unused letter to a restored partition. 
You can select the desired letter from a drop-down list. If you set the switch to No, no 
letters will be assigned to the restored partition, hiding it from OS. 

You should not assign letters to partitions inaccessible to Windows, such as to those other 
than FAT and NTFS. 

7.3.11  Restoring several disks or partitions at once 
During a single session, you can restore several partitions or disks, one by one, by 
selecting one disk and setting its parameters first and then repeating these actions for 
every partition or disk to be restored. 

If you want to restore another disk (partition), select Yes, I want to restore another 
partition or hard disk drive. Then you will return to the partition selection window 
(7.3.4) again and will have to repeat the above steps. Otherwise, do not set this switch. 

7.3.12  Using Acronis Universal Restore 
Acronis Universal Restore is an add-on to Acronis True Image Echo Workstation. It is 
purchased separately and installed from a separate setup file. The following is true for 
Acronis True Image Echo Workstation installations including Acronis Universal Restore. 

















 

99                                                                                 Copyright © Acronis, Inc., 2000-2009 

 

Chapter 8.  Scheduling tasks 
Acronis True Image Echo Workstation allows you to schedule periodic backup and archive 
validation tasks. Doing so will give you peace of mind, knowing that your data are safe. 

You can create more than one independently scheduled task. For example, you can back 
up your current project daily and back up the application disk once a week.  

 
All the scheduled tasks appear in the Scheduled Tasks window, where you can start, 
stop, edit, delete and rename them. To navigate to the Scheduled Tasks window, click 
Tasks in the Manage Tasks group or select the Task Scheduling category on the 
sidebar. 

8.1  Creating scheduled tasks 
1. To start the Schedule Task Wizard, click Create on the Scheduled Tasks window 
toolbar or select Operations -> Schedule Task from the main menu. 

2. Choose the Backup or Validate operation. If the latter is the case, choose the archive 
in the next window and you will be taken straight to step 4. 

3. If backup is your choice, configure a backup task in the usual way (see Chapter 6.  
Creating backup archives). If you choose to create the backup archive on a network drive, 
enter a user name and a password for the drive access. 

4. Set the task execution periodicity. 
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• Manually later – the task will be saved, but not launched automatically. You will be 

able to launch it later by clicking Run in the Scheduled Tasks window 

• Daily – the task will be executed once a day or once in several days 

• Weekly – the task will be executed once a week or once in several weeks on the 
selected day 

• Monthly – the task will be executed once a month on the selected day 

• One time only – the task will be executed once at the specified time and day 

• Free disk space change – the task will be executed when the free disk space 
changes by the specified amount 

• When my computer starts – the task will be executed at every OS startup 

• When I log on – the task will be executed each time the current user logs in to the 
OS 

• When my computer shuts down – the task will be executed before every 
computer shutdown or reboot 

• When I log off – the task will be executed each time the current user logs off of the 
OS. 

 

Some of these options might be disabled depending on the operating system. 

5. Specify the task start time and other schedule parameters, according to the selected 
periodicity (see 8.1.1 - 8.1.5). 

6. Next you will have to specify the name of the user who owns the executed task; 
otherwise no scheduled execution will be available. 
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extracts the partition type from the image. For the primary 
partition, the type will be set as follows: 
- if the target disk is the 1st according to BIOS and it has not other 
primary partitions, the restored partition will be set active 
- if the target disk is the 1st according to BIOS and there are other 
primary partitions on it, the restored partition will be set logical 
- if the target disk is not the 1st, the restored partition will be set 
logical. 

/preserve_mbr When restoring a partition over an existing one, the target partition 
is deleted from the disk along with its entry in the target disk MBR. 
Then, with the /preserve_mbr option, the restored partition’s entry 
will occupy the upper empty position in the target disk MBR. Thus, 
the target disk MBR is preserved. If not specified, the restored 
partition’s entry will occupy the same position as in the source disk 
MBR saved in the image. If the position is not empty, the existing 
entry will be moved to another position. 

The following options are available when using the Acronis Universal Restore add-on to Acronis True 
Image Echo Workstation. For more information see 3.7  Acronis Universal Restore. 

/ur_path:[path] 
/ur_username:[user] 
/ur_password:[pwd] 

Specifies using Acronis Universal Restore and the path to the drivers 
storage. 

/ur_driver:[inf-filename] Specifies using Acronis Universal Restore and the mass-storage 
driver to be installed. 

filerestore 

/target_folder:[target 
folder] 

Specifies a folder where folders/files will be restored (a target 
folder). If not specified, the original path is re-created from the 
archive. 

/overwrite:[older | never 
| always] 

This option allows you to keep useful data changes made since the 
backup being restored was done. Choose what to do if the program 
finds in the target folder a file with the same name as in the 
archive: 
older – this will give the priority to the most recent file 
modification, whether it be in the archive or on the disk. 
never – this will give the file on the hard disk unconditional 
priority over the archived file. 
always – this will give the archived file unconditional priority 
over the file on the hard disk. 
If not specified, the files on the disk will always be replaced 
with the archived files. 

/restore_security:[on | 
off] 

Specifies whether to restore files’ security attributes (default) or the 
files will inherit the security settings of the folder where they will be 
restored. 

/original_date:[on | off] Specifies whether to restore files’ original date and time from the 
archive or assign the current date and time to the restored files. If 
not specified, the current date is assigned. 
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consolidate 

/target_filename:[file 
name] 

Specifies the path to and name of the archive copy to be created. If 
there are two or more backups (pits) in the copy, numbers will be 
added to their names. 

/include_pits:[pits 
numbers] 

Specifies the backups (pits) to be included in the archive copy. To 
get the numbers of pits, use /pit_info. Separate multiple values 
with semicolon, for example: 

/include_pits:2,4,5 

/net_src_user:[username] Specifies the username for logon to network share to access the 
source archive 

/net_src_user:[password] Specifies the password for logon to network share to access the 
source archive 

/net_user:[username] Specifies the username for logon to network share to save the 
resulting archive 

/net_user:[password] Specifies the password for logon to network share to save the 
resulting archive 

convert 

/target_filename:[file 
name] 

Specifies the path to and name of the virtual disk file to be created. 
The file extension corresponds to the type of the virtual machine to 
which the virtual disk will be added: 
VMware virtual machine - .vmdk 
MS virtual machine and Citrix XenServer - .vhd 
Parallels virtual machine - .hdd. 

/harddisk:[disk number] Specifies the hard disks to convert by numbers. For each disk, a 
separate virtual disk will be created. 
By specifying 

 /harddisk:DYN 

you will convert all dynamic volumes that present in the system.  

/vm_type:[vmware|esx|Micro
soft|parallels] 

The type of the virtual machine to which the virtual disk will be 
added. 

/ur Use when converting image of a disk, containing Windows, and the 
resulting virtual disk is supposed to be bootable. With this key, the 
program will add drivers, necessary for the virtual machine type 
selected with /vm_type key, to the resulting virtual disk. If the 
image was taken from a virtual machine of the same type, normally 
the key is not needed.  
Drivers for the virtual machine reside in the storage, defined by the 
registry key 
HKEY_LOCAL_MACHINE\SOFTWARE\Acronis\UniversalRestore\Drive
rsPackPath. In case the storage has been moved, please change the 
key or use the command /ur_path:[path]. 

/ur_path:[path] The same as /ur with custom path to the virtual machine drivers 
storage. 
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list 

/filename:[file_name] With this option, the image contents is displayed.  
When listing image contents, partition numbers may not coincide 
with those in the drives/partitions list, if the image does not contain 
all the disk partitions. For example, if the image contains partitions 
2-3 and 2-5, they will be listed as 2-1 and 2-2.  
If the deploy /partition command cannot find a partition in the 
image by its physical number, use /partition:<number in the 
image> /target_partition:<physical number of the target 

partition> keys. For the above example, to restore partition 2-5 
to its original place use: 
/partition:2-2 /target partition:2-5. 

explore 

/partition:[partition 
number] 

Specifies a list of partitions to be mounted as virtual drives. Without 
this option, all partitions stored in the image will be mounted.  
To obtain the partition number for this option, list the image 
contents with the /list/filename command an use the number 
from the Idx column. 

/letter Assigns letters to the mounted drives. This option is used with 
/partition option only. 

unplug 

/letter:X Specifies the virtual drive to be disconnected by letter. 

/letter:all Disconnects all virtual drives. 

asz_create 

/harddisk:X Specifies the hard disk number where the Acronis Secure Zone will 
be created. 

/partition:[partition 
number] 

Specifies partitions from which free space will be taken for Acronis 
Secure Zone. 

/size:[ASZ size in sectors 
| unallocated] 

Sets the Acronis Secure Zone size (in sectors). 
If not specified, the size is set as an average between the maximal 
(unallocated space plus free space on all partitions selected with the 
/partition option) and minimal (about 35MB) values. 
Either way, the program will first use the unallocated space. If there 
is not enough unallocated space, the selected partitions will be 
decreased. Resizing of locked partitions requires a reboot. 
With “unallocated”, the zone will use all unallocated space on the 
disk. Partitions will be moved, if necessary, but not resized. Moving 
of locked partitions requires a reboot. The /partition option is 
ignored. 

/asz_activate Activates the Acronis Startup Recovery Manager. The option will not 
take effect if the system partition is resized during Acronis Secure 
Zone creation. In that case, use the separate /asz_activate 
command. 

asz_activate 

/password:[password] Sets a password for the Acronis Secure Zone. 
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asz_delete 

/partition:[partition 
number] 

Specifies partitions to which free space will be added after the 
Acronis Secure Zone is deleted. If you specify several partitions, the 
space will be distributed proportionally to each partition’s size. 

clone 

/harddisk:[disk number] Specifies a source hard disk which will be cloned to the new hard 
disk. 

/target_harddisk:[disk 
number] 

Specifies the target hard disk number where the source hard disk 
will be cloned. 

16.1.4  Trueimagecmd.exe usage examples  
1. Image disks and partitions 

trueimagecmd /create /filename:"C:\Test\1.tib" /partition:2-
1,1-3 

• This will create an image named 1.tib of the partitions 2-1 and 1-3. The image will be 
saved to the C:\Test\ folder. 

trueimagecmd /create /asz /partition:2-1,1-3 

• This will create an image of the partitions 2-1 and 1-3 in the Acronis Secure Zone. 

trueimagecmd /create /filename:"\Test\1.tib" /partition:2-
1,1-3 /file_partition:3-1 

• This will create an image named 1.tib of the partitions 2-1 and 1-3. The image will be 
saved in the folder \Test on partition 3-1. 

trueimagecmd /create /filename:"C:\Test\1.tib" 
/password:qwerty /harddisk:2 /reboot /raw /incremental 
/compression:5 /split:640 /progress:off 

• This will append an incremental image to the image named 1.tib of hard disk 2. The 
image will be saved to C:\Test\ folder, protected with password “qwerty”, split into 
parts of 640MB, and contain all cluster data. Image compression level is 5. The 
computer will be rebooted after the operation is completed. 

trueimagecmd /create /partition:2-1 
/filename:\\server1\folder\arc.tib /net_user:user1 
/net_password:pw1 /log:\\server2\dir\log1.log 
/log_net_user:user2 /log_net_password:pw2 

• This will create an image of partition 2-1 named arc.tib in the shared folder 
\\server1\folder. The operation log file log1.log will be saved on another share 
\\server2\dir\. Credentials for both shares are provided. 

trueimagecmd /create /partition:2-1 
/filename:ftp://server/folder/archive.tib /ftp_user:usr1 
/ftp_password:pswd1 

• This will create an image of partition 2-1 in the archive.tib file located on the FTP 
server.  
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2. Restore disks and partitions 

trueimagecmd /deploy /filename:"C:\Test\1.tib" /partition:2-1 

• This will restore partition 2-1 from image 1.tib. 

trueimagecmd /deploy /filename:"C:\Test\1.tib" 
/password:qwerty /harddisk:2 

• This will restore hard disk 2 from image 1.tib, protected with password ‘qwerty’. 

trueimagecmd /deploy /filename:"C:\Test\1.tib" /partition:2-1 
/target_partition:1-1 

• This will restore partition 2-1, stored in image 1.tib, to partition 1-1. 

trueimagecmd /deploy /filename:"C:\Test\1.tib" /partition:2-1 
/target_harddisk:3 /start:63 /size:64000 /type:logical 

• This will restore partition 2-1, stored in image 1.tib, to hard disk 3. A new logical 
partition will be created on disk 3 from 63 to 64000 sector. 

trueimagecmd /deploy /filename:z:\Server30Cdrive.tib 
/partition:1-1 /target_partition:2-1 /type:active 
/password:123qwe 

• This will restore partition 1-1, stored in image Server30Cdrive.tib, protected with 
password ‘123qwe’, to partition 2-1. The restored partition will be of active type. 

trueimagecmd /deploy_mbr /harddisk:1 /asz:2 /index:3 
/password:pswd 

• This will restore MBR from the image of hard disk 1 to the same hard disk 1. The 
image is contained in the backup 3rd created in the archive number 2, located in 
Acronis Secure Zone that is protected with the ‘pswd’ password.  

trueimagecmd /deploy_mbr /harddisk:1 /target_harddisk:2 
/filename:ftp://server/folder/arc.tib /ftp_user:fuser 
/ftp_password:fpswd 

• This will restore MBR from the image of hard disk 1 to the hard disk 2. The image is 
contained in the arc.tib file located on the FTP server. 

3. Back up files 

trueimagecmd /filebackup /filename:E:\Backups\Myproject.tib 
/include:D:\Workarea\MyProject /exclude_names: 
D:\Workarea\MyProject\Old /exclude_hidden 

• This will back up files from the MyProject folder residing in D:\Workarea, except for 
files in the Old subfolder and hidden files, to the file Myproject.tib and save this file in 
E:\Backups folder. 

4. Restore files 

trueimagecmd /filerestore /filename:E:\Backups\Myproject.tib 
/original_date 

• This will restore all files from E:\Backups\Myproject.tib to the original folder and 
assign the files the original date and time. Since the /overwrite option is not 
specified, the latest files modifications will be replaced with the original ones. 
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5. Consolidate backups 

trueimagecmd /pit_info /filename:\\smbsrv\Archives\Kons.tib 

• This will display the numbered list of backups, contained in the archive Kons.tib 
residing on the network share \\smbsrv\Archives\. 

 
trueimagecmd /consolidate 
/filename:\\smbsrv\Archives\Kons.tib 
/target_filename:D:\Kons_new.tib /include pits:2,4,5 

• This will create on the disk D: an archive consisting of three files Kons_new.tib, (pit 2 
of the archive \\smbsrv\Archives\Kons.tib, former \\smbsrv\Archives\Kons2.tib) 
Kons_new2.tib (pit 4, former \\smbsrv\Archives\Kons4.tib) and Kons_new3.tib (pit 5, 
former \\smbsrv\Archives\Kons5.tib). 

6. Convert an image to virtual disk 

trueimagecmd /convert /filename:C:\MyBackup.tib 
/target_filename:C:\MyHDD.vmdk /vm_type:vmware /harddisk:1,3 

• This will convert images of disks 1 and 3, contained in the file C:\MyBackup.tib, to the 
virtual disks C:\MyHDD.vmdk and C:\MyHDD2.vmdk for using with VMware type 
virtual machines. 

7. List 

trueimagecmd /list 

• This will list available partitions. 

trueimagecmd /list /asz 

• This will list contents of the latest image located in Acronis Secure Zone. 

8. Acronis Secure Zone: managing backups by archive numbers 

trueimagecmd /asz_content 

• This will list the Acronis Secure Zone size, free space and contents. 
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In our example, the Acronis Secure Zone contains two archives. The older archive #1 
consists of one full (base) file-level backup created on 4/2/2007 at 3:52. The second 
archive contains a base file-level backup with two increments. You can restore data from 
any backup as follows:  

trueimagecmd /filerestore /asz:2 /index:2 /target_folder:e: 

• This will restore files and folders from the backup created on 4/4/2007 at 6:31 PM 
with their original paths to the root of partition E. 

trueimage /list /filename:asz://2 /index:3 /password:aszpw 

which is equal to: 

trueimagecmd /list /asz:2 /index:3 /password:aszpw 

• This will list content of the backup 3rd created in the archive number 2, located in 
Acronis Secure Zone that is protected with the ‘aszpw’ password. 

9. Acronis Secure Zone: managing backups by file names 

trueimagecmd /asz_files /password:aszpw 

• This will list the Acronis Secure Zone size, free space and contents using generated 
filenames. 

  

In our example, the Acronis Secure Zone contains three archives.  

The archive AAA2 (2 stands for number of backups in the archive) consists of: 

- full (base) image backup created on 2/16/2007 at 3:43 

- incremental backup created on 4/25/2007 at 11:44.  

The archive FAAA (F means that this is a file-level archive) contains one base file-level 
backup.  

The archive FAAB2 (B means that this is the second file-level archive in the zone) consists 
of: 

- full (base) file-level backup created on 8/14/2007 at 2:17 

- incremental backup created on 8/14/2007 at 2:19.  

trueimagecmd /filerestore /filename:asz//FAAA 
/target_folder:e: /password:aszpw 

• This will restore files and folders with their original paths from the sole base backup 
FAAA to the root of partition E. 
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10. Acronis Secure Zone: deleting backups 

trueimagecmd /asz_delete_files /password:aszpw 
/filename:FAAB.tib 

• This will delete the most recent backup in the FAAB archive.  

In our example (7), the incremental backup created on 8/14/2007 at 2:19 will be deleted.  

The next execution of the same command will delete the base FAAB backup. By 
continuing with the FAAA and AAA names, you can clear the Acronis Secure Zone except 
for the last remaining base backup that cannot be deleted. 

11. Clone 

trueimagecmd /clone /harddisk:2 /target_harddisk:3 

• Clone hard disk 2 to hard disk 3. 

12. Explore image 

trueimagecmd /explore 
/filename:\\myserver\backup\mybackup.tib /net_user:john 
/net_password:qwerty 

• This will connect all images, stored in file mybackup.tib on the network drive, as 
virtual drives. 

16.1.5 ICompGS.exe tool: adding machines to the group server out of a 
*.txt file 
Syntax: 

ICompGS.exe /filename <path to the file> 

The names of the machines in the file can be separated by commas, semicolons or 
carriage returns as follows: 

Name_of_machine1, Name_of_machine2, … , Name_of_machineN 

or:  Name_of_machine1; Name_of_machine2; … ; Name_of_machineN 

or:  Name_of_machine1 

      Name_of_machine2 

     … 

     Name_of_machineN 

The ICompGS.exe command has to be executed at the same machine where the group 
server is located, but the named *.txt file can be placed anywhere as long as the 
ICompGS.exe has access to it. 

16.1.6 Ebasrvdb.exe tool: generate an XML file with the backup 
mapping details 
Syntax: 

EBaSrvDB.exe /filename:<path to the XML file> 

The purpose of this tool is to provide a way to understand the mapping between a 
specific backup done on a specific computer at a specific time and the name of the file 
stored on the backup server.  While this information can be useful in case of disaster 
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recovery, it should not be used to manipulate directly the file stored on the backup server. 
Doing so may lead to inconsistencies in the backup server management and result in 
turning the archives unusable through backup server or even directly. 

The EBaSrvDB.exe tool has to be executed on the same machine where the Backup 
Server resides. The generated XML file can be located anywhere as long as the 
EBaSrvDB.exe tool has the write access to it. 

If a file with the same name already exists at the target location, it will be overwritten 
without any warnings. 

16.1.7 Tdbrepair.exe tool: rescan tapes and add information to Acronis 
tape database 
Syntax: 

tdbrepair.exe / 

• The purpose of the Tdbrepair.exe tool is to rescan tapes and add tape information 
into Acronis tape database. It is necessary when Acronis True Image Echo cannot 
recognize any Acronis Tape Plugin backups on tapes, though the archive is mounted 
in the RSM Import Media pool. The reason for this is when you are trying to 
restore\validate an archive spanned over two or more tapes made by earlier versions 
of Acronis True Image Echo (builds up to 8163) via Acronis Backup Server of the 
latest version. This may also happen if Acronis tape database is corrupted or missing 
(after Windows reinstallation, for example). 

• The tool establishes connection with RSM and mounts the tape. Then it rescans tapes 
one by one and derives metadata from each tape. The metadata includes device ID, 
archive type, creation time, program components that performed backup (Acronis 
True Image agent, local version or the Backup Server), computer name, etc. After 
that, the tool adds the received information to the Acronis database and sets up the 
correspondence between tapes ID, the RSM GUID and Acronis tape database ID. 

• For more information about tape management see Error! Reference source not 
found.. 

16.1.8 Adv_report.exe: a report generation tool  
• Syntax: 

adv_report.exe c:\<filename>.zip  

The tool gathers system information and packs it into a zip archive. The collected 
information will help Acronis Support to provide quick and efficient response.  

Specify the file name and the path where the tool will save the generated report. If the 
name and path are not specified, the AdvReport tool will save the report in C:\Program 
Files\Common Files\Acronis\AdvReport\adv_report.zip 

By default the tool is located in 

C:\Program Files\Common Files\Acronis\AdvReport. 

Adv_report.exe [arguments] 

-help – outputs help information about Adv_report.exe commands. 
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16.1.9  Command-line mode usage under DOS 
For use in the MS-DOS-compatible environments Acronis True Image Echo Workstation 
includes the TrueImageCmdDos.exe utility whichis located in the folder where Acronis 
True Image Echo Workstation has been installed, by default it is  

C:\Program Files\Acronis\TrueImageEchoWorkstation. 

16.2  Scripting 

16.2.1  Script execution parameters 
Scripts are executed by the TrueImageTerminal.exe utility located in the Acronis True 
Image Echo Workstation installation folder (i.e. C:\Program 
Files\Acronis\TrueImageEchoWorkstation). This utility is also used to monitor backup 
progress. 

TrueImageTerminal execution parameters: 

TrueImageTerminal.exe [arguments] 

Arguments include the following: 

/help – outputs help information about TrueImageTerminal.exe parameters. 

/progress – outputs progress of backup operations run either from Acronis True Image 
Echo Workstation graphics user interface, or from the script. 

/execute: [script file name] – executes a script. If there are several scripts to be 
executed, they are queued. An example for executing MyBackup.tis script: 

TrueImageTerminal.exe /execute:C:\MyBackup.tis 

/nowait – an optional script execution argument. Enables to terminate 
TrueImageTerminal before backup is finished. Example: 

TrueImageTerminal /execute:C:\MyBackup.tis /nowait 

 

By pressing Ctrl+C you can force backup progress output off and switch 
TrueImageTerminal to background operation. 

 

You can terminate backup operation executed by TrueImageTerminal by pressing 
Ctrl+B. 

16.2.2  Script structure 
Scripts are written in the XML language and you can use the following tags: 

Source. Specifies the partitions or disks to be imaged. Letters assigned to partitions must 
be used without a colon. Disk numbers correspond to their system numbers. To create 
images of several partitions or disks, use the SOURCE tag for each of them, e.g.: 

<source letter =”C” /> 

<source letter =”D” /> 

<source disk =”1” /> 

<source disk =”2” /> 

Target. Specifies the name and the location of an image file, e.g.: 
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<target file=“E:\Mybackup2.tib” username=”username” 
password=”password” /> 

username and password parameters are optional. They are used to access networked 
resources. 

As a target for the image files you can indicate CD-R/RW or tape drive. 

Options. This tag can be used with a number of additional parameters: 

Compression: specifies the backup compression level. Can be None, Low, Normal, High. 

Incremental: specifies whether you need to create an incremental image file. If equal to 
”false” (or “0”), a complete image file will be created. If there is already a file with the 
name specified, it will be replaced without warnings. If equal to “true” (or “1”) and there 
is already a file with the name specified, an incremental image will be created. Otherwise 
the program will create a complete image file. The default value for this parameter is 
“true”. 

Description: adds a description to an image file. The comment must be a single string 
(though its length is not limited.) 

Split: splits a large image file into a number of smaller files of the specified size, which 
can be provided in bytes, kilobytes, megabytes, etc. 

Password: adds password protection to an image file. 

16.2.3  Script usage examples 
The following example illustrates the usage of a script to backup two partitions (logical 
drives), C and F. mybackup2.tib is specified as an incremental image file. High 
compression level is selected and the image is to be split into 650MB parts for recording 
to CD-R/RW media. Password protection will also be added. The entire script must be 
located between the <backup> and </backup> tags. 

<? xml version="1.0" encoding="utf-8" ?> 

<backup> 

<source letter ="c" /> 

<source letter ="f" /> 

<target file="e:\mybackup2.tib" /> 

<options compression="high" incremental="true" 
description="this is my backup" split="650 Mb" password="" /> 

</backup> 

The script for backing up to tape (tapeN specifies the tapes numbers): 

<? xml version="1.0" encoding="utf-8" ?> 

<backup> 

<source letter =”c” /> 

<source letter ="f" /> 

<target cdrw="\taperecorder\\\.\tape0|||” /> 

<target cdrw="\taperecorder\\\.\tape1|||” /> 
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<options compression="high" incremental="true" 
description="this is my backup" /> 

</backup> 

 


